Computer Viruses

The Angtomy of 2 Bug
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Introduction

+ Self-Defense through Common Sense
+ Keith Lemons, RPR, CRR
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Topics of Discussion

o Computers

= VIruses

- Worms

= Email Protection
= Firewalls
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True or False?
Testing Your Knowledge

You canot get a virus
the Internet.
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False 11

Viruses can come into your
computer by other means Most
Notably in the form of an infected
disk.
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True or False?

You can only get a virus from
email.
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False

Other ways Iinclude: .
You cheaté&hagmasnngythe previous

Sabuarks
Chat

Infected
Documents
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True or False?

You can only get a
Microsoft Outlook or Outlook Express
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False

Give that Lady a cookie!

While Outlook and Outlook Express
have been notable by their glaring
security holes, most have been
patched.
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True or False?

You canot get a Vv
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False

The First Palm virus was created a
little mor(?\,:,tﬂgﬂﬂe}1 0 and a half

&8I0

_anymore? _
Let 6s "al | hear | 1

little tyke who succeeded where
ot hers fail ed ¢
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True or False?

You canot get a

*
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False

Macs aré jlusyas sutegiblelas € r

Wiaersaleats ehaktl istle
poor DCxuppsss for too

Oh, and that goé®¥r Linux as well.
Mark my words, coming soon to a
t heater near
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True or False?

Your virus protection from McAfee or
Norton is good for one year.
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e Tr ue

Aha! You though you had a pattern
t here of Fal se a

This 1s True only speaking about the
program updates from these two AV
programs.
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True or False?

You canot get a
the newest virus update

11/12/2008 17



11/12/2008

False

If your lucky number is 13, if you
find yourself breaking mirrors, you
love your black cat, you live for
Halloween or you like to click on
everything that comes your way,
you just might be the winner!

%
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True or False?

You have to do Somethingdo a
virus to activate It.
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True

This 1s where the commonsense self-
defense comes In.

We 0| | | earn mor e
look for.
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True or False?

A worm Is the same thing as a virus
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True and TFalse

Common usage makes us call lots
of worms viruses, and vice versa

The main difference Is that a virus
IS dependent on a program, the
worm works on its own
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True or False?

Viruses can destroy your data

Your Hard Drive

Your sanity
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True

o Yes, they can. The more virulent
viruses tell your computer to do some
pretty nasty things.

o Your computer is designed to follow
commands - anybodyos ¢

No loyalty whatsoever
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True or False?

If you delete an infected email,
| t 0s gone after
trash bin.
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False

. ClicRlo désaotit Houx e eUiraghthin

Norton AV or McAfee and it
catches the emall itgﬂjts It In a

3rglrﬁ'tine

( That 0s where t he
to be prayed into virus heaven.)
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Multiple Choice

Trojon Horse

A. An ancient story

B. Another name for Mexican Malt
Beverages

C. Areally nasty worm
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All of the above

Okay, well, the Mexican Beer thing was

" asthetch But, hey.
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Common Sense to
Self-Defense

How to protect yourself




Know Your Enemy

- Emall attachment extensions

o .eXe

- .vbs g %I
2 ,.Co0Mm - ‘

¢ .SYS
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Khow Your Tools

+ Antivirus
+ Antivirus sites
+ Hoax sites

+ Firewalls

+ System Restore
+ Spamkiller
» Backups

+ (dirty word)

._l—l—'_._
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Antivirus

From CNET
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More PC antivirus downloads... More Mac antivirus downloads...

Reviews & features

Norton AntiWirus 2002
There's no better virus killer than Morton Antivirus, but unless you're moving to P, don't
bother with this minor upgrade.

McAfee VirusScan 6.0
“irusScan is not the best wirus slayer on the street.

Kaspersky Anti-Virus Personal Pro 4.0
Kaspersky Anti-%irus Personal Pro 4.0 is slow to scan, uses an awkward interface, and
doesn't nab every virus.

Panda Antivirus Platinum 6.25
If you're an advanced user who likes to fiddle with settings, consider Panda.

EZ Antivirus
ES Antivirus is a good choice if you need only bare-bones protection.

PC-_cillin 2000 6.0
Mow better equipped to handle mare antivirus chores, PC-cillin 2000 still fails to finger every
incorming wirds.

Norman Virus Control 5.0
Morman “irus Control 5.0 delivers solid, unobtrusive virus protection for single users aor
networks. It's expensive, though, and could use some of extra features to justify its price.

NOD32
MOD3Z offered mixed virus-stopping performance and its hal-implemented feature set keeps
us from recommending this.

Vexira Antivirus Personal 2.0
“exira is an underdog antivirus product to watch in the near future. But for now, because of
its lack of full e-mail scanning, we recommend Morton Antivirus 2002 instead.

E-Secure Anti-Virus Personal Edition
F-Secure Anti-Virus offers excellent virus protection.

Virus information from around the Wehb
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CNET's antivirus guide 2002
Antivirus lineup: the nitty-gritty
compared some of their critical features.

Scans inbound

and outbound szl

Malicious scHpt

i, included protection

a-mail
Morton Ant¥irus Both
2002
Mc Afee VirusScan Inbound anly Yes Mo
6.0
Morman Wirus Control Inbound anly Mo Mo
2.0
F-Secure Ant-Yirus Imnbound anly Yes Mo
Personal Edition
Vexira Antivirus Inbound anly Mo Mo
Personal 2.0
PLC-cillin 2002 Inbound anly Yes Yes
NOD32 Inbound anly Mo Mo
EZ Antivirus Inbound anly Mo Mo
Kaspersky Anti-Wirus Both Mo ez
Professional Pro 4.0
Panda Platinuny Inbound anly Mo Mo

NET =, ==
~_cRoundup.—
N

Scans Zip files

Ma

Manual setting
anly

Yes, including
ZIP, TAR, 52,
and RAFR.

ez

MiA
Mo
Yes, including
ZIP, TAR, GE,

and RAR.

Ma

Tech support
Phone, e-mail
E-rrail

E-rnail anly
Phone and e-
rmail

E-rnail, plus 30
days of phone

suppott

E-rnail, limited
phone suppaort

E-rrail

E-rnail, limited
phone support

E-rrail

E-rrail

<1 Back to intro

Mot all antivirus products cost the same or deliver equal amounts of protection. Ta cut through the confusing jargon, we've

CMET

rating

2 49
7 40
7 F&0
7 $80
7 50
7 $39
& $39
& Fz0
3 49
3 $30

Show me more software coverage! )

<] Back to intro
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Antivirus Sites

Knew where to find updates

Norton:
http://www.symantec.com/avcenter/download.html

McAfee:

http://download.McAfee.com/updates/updates.asp
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http://www.symantec.com/avcenter/download.html
http://download.mcafee.com/updates/updates.asp
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Firewalls

Symantec
McAfee

ZoneAlarm
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HOaxes

If you receive something like this:

NExtremely I mport a
Antivirus or McAfee were able to detect or
delete this virus. To see if you have It, look

In C:Windows System for the Teddy Bear

l con and del e
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ChecCk these HoaX sites

o Symantec/Norton
o McAfee

- Look for the word or words Hoax or
Hoaxes

-« Oh, yeah,. Donot
Bear . Remember |,
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Update, (Jpdate, Jpdate

WOBARUBUY (SRR o
NAN LiqoRhe

automatic updating function.

11/12/2008 39



(Jpdate: Part Deux

Thereodos a |1 1tt
Windows Update on your start
menu.
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cuments My Briefcase

TN

omputer  MyPhotos

Netscq Location: C:\WINDOWS

Corel WordPerfect Suite 7 »
WORDPERFECT 9

New Dffice Document

Open Dffice Document
Presario Support

Windows Explorer

WinZip

Norton SystemiWorks

Joxs| Programs 4

R
B
v

Documents 4

g2 L

Settings 4

Search 4

N

Help

)

Run...

Log Off Keithnote...

Shut Down...
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(Jse 1t

« |f you use MS Outlook, outlook Express or
any cti@n Mb greduget, ciick that icord savell
In comfort to the MS website, click on the
ACritical Updat eso
them.
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Khow Thyself

extensions.
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THANK YOUIl

Keith Lemons

k.lemons@comcast.net
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