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Computer Viruses

The Anatomy of a Bug
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Introduction
Self-Defense through Common Sense

Keith Lemons, RPR, CRR 
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Topics of Discussion

Computers

Viruses

Worms

Email Protection

Firewalls
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Computers

 The Empire

 First Viruses in DOS in 1987

 ñWindrsò

 Scripting and Java
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Testing Your Knowledge
True or False?

You canôt get a virus unless youôre connected to 
the Internet.
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False !!!

Viruses can come into your 

computer by other means Most 

Notably in the form of an infected 

disk.
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True or False?

You can only get a virus from 

email.
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False

You cheated by using the previous 

answer.

Shame on you
Other ways include:

Networks

Chat

Infected 

Documents
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True or False?

You can only get a virus if youôre using 

Microsoft Outlook or Outlook Express
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False

Give that Lady a cookie!

While Outlook and Outlook Express 

have been notable by their glaring 

security holes, most have been 

patched.
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True or False?

You canôt get a virus on a Palm Pilot
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False

The First Palm virus was created a 

little more than a two and a half 

years ago.
Is nothing 

sacred 

anymore?
Letôs all hear it for the enterprising 

little tyke who succeeded where 

others failedé.
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True or False?

You canôt get a virus using a Mac.
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False

Macs are just as susceptible as 

Windrs users to nasty little 

suprises

Oh, and that goes for Linux as well.  

Mark my words, coming soon to a 

theater near youé

Sorry, Mac users.  Youôve 

been gloating about us 

poor DOS users for too 

long.
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True or False?

Your virus protection from McAfee or 

Norton is good for one year.
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éTrue

Aha!  You though you had a pattern 

there of False answers, didnôt you?

This is True only speaking about the 

program updates from these two AV 

programs.
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True or False?

You canôt get a virus if you have 

the newest virus update
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False

If your lucky number is 13, if you 

find yourself breaking mirrors, you 

love your black cat, you live for 

Halloween or you like to click on 

everything that comes your way, 

you just might be the winner!
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True or False?

You have to do Somethingto a 

virus to activate it.
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True

This is where the commonsense self-

defense comes in.

Weôll learn more in a minute what to 

look for.
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True or False?
A worm is the same thing as a virus
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True and False

Common usage makes us call lots 

of worms viruses, and vice versa

The main difference is that a virus 

is dependent on a program, the 

worm works on its own
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True or False?

Your sanity

Viruses can destroy your data

Your Hard Drive
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True

Yes, they can.  The more virulent 

viruses tell your computer to do some 

pretty nasty things.

Your computer is designed to follow 

commands  -- anybodyôs commands.

No loyalty whatsoever



11/12/2008 25

True or False?

If you delete an infected email, 
itôs gone after you clean out your 

trash bin.
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False

Click to delete, it goes to the trash bin

Then it goes to your recycle bin

Oh.  I forgot.  If you are running 

Norton AV or McAfee and it 

catches the email, it puts it in a 

special place called quarantine  

(Thatôs where the bad viruses go 

to be prayed into virus heaven.)
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Multiple Choice
Trojan Horse 

A.  An ancient story

B.  Another name for Mexican Malt 

Beverages

C.  A really nasty worm
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All of the above

Okay, well, the Mexican Beer thing was 

a stretch but, hey.
. . .
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Common Sense to 
Self-Defense

How to protect yourself
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Know Your Enemy
Email attachment extensions

.exe

.vbs

.com

.sys
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Know Your Tools
Antivirus

Antivirus sites

Hoax sites

Firewalls

System Restore

Spamkiller

Backups

(dirty word)
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Antivirus

From CNET
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Slide overview
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Antivirus Sites

Know where to find updates

 Norton: 
http://www.symantec.com/avcenter/download.html

 McAfee:
http://download.McAfee.com/updates/updates.asp

http://www.symantec.com/avcenter/download.html
http://download.mcafee.com/updates/updates.asp
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Firewalls

Symantec

McAfee

ZoneAlarm
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Hoaxes
If you receive something like this:

ñExtremely important.  Neither Norton 

Antivirus or McAfee were able to detect or 

delete this virus.  To see if you have it, look 

in C:Windows System for the Teddy Bear 

icon and delete it.ò
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Check these Hoax sites
Symantec/Norton

McAfee

Look for the word or words Hoax or 
Hoaxes

Oh, yeah.  Donôt delete the Teddy 
Bear.  Remember, heôs your friend.
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Update, Update, Update

When you buy AV software from 

NAV or McAfee just accept the 

automatic updating function.

Update your virus protection 

weekly.
Not MonthlyNot once in a Blue Moon
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Update: Part Deux

Thereôs a little thingy called 

Windows Update on your start 

menu.
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Use It
If you use MS Outlook, outlook Express or 

any other MS product, click that icon, travel 

in comfort to the MS website, click on the 

ñCritical Updatesò and download and install 

them.

Otherwise itôs like that dreamé
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Know Thyself

Do get a firewall.
Donôt accept .exe files from anyone 

without them telling you in advance itôs 

coming.

Donôt give your email address if 

you visit questionable sites.

Do right click on attachments and click 

properties to see the file names and 

extensions.

Save attachments to disk, or 
right click and scan them for 

viruses.
Do check out hoaxes.
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I have a dreamé.

éthat we all learn that our best defense is 

common sense.

é.that all virus software will remain up to 

dateé

éthat all computer users will check before 

clickingééthat all Trojans come in éépeace not intent on invading your 

privacy (What did you think I was going 

to say?)é
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THANK YOU!!!

Keith Lemons

k.lemons@comcast.net


